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MIS SCIENCES CORPORATION 
GovPoint Cloud Services (GCS) 

FedRAMP IaaS/PaaS Service Level Agreement 

1. Document Purpose 
This Service Level Agreement (“SLA”) describes the service levels the Customer can expect 
from MIS Sciences Corporation (“MIS”) for the GovPoint Cloud Services (“GCS”) FedRAMP-
authorized Infrastructure-as-a-Service (“IaaS”) and Platform-as-a-Service (“PaaS”) offering. This 
SLA applies solely to the availability and recovery of GCS IaaS/PaaS services and is defined 
through the following SLA types: 

• Availability SLA — the total time during a calendar month that the Service is available for 
use by the Customer at one or more MIS FedRAMP IaaS/PaaS facilities. 

• Replacement SLA — the total time to restore service following an infrastructure 
component, hardware, software, or configuration failure. 

• Data Recovery SLA — the integrity of data stored or protected by a backup service 
provided by MIS. 

• Recovery Time SLA — the time taken to restore data or a workload when requested 
through a Service Request or as part of a Declared Event. 

• Support SLA — the time taken to respond to a support request or Service Incident. 

2. Relationship to Other Agreements (Order of Precedence) 
This SLA is incorporated into and forms part of the Master Services Agreement (“MSA”) 
between MIS and the Customer. The order of precedence among the documents comprising the 
agreement is governed by Section 12.17 of the MSA, and in the event of any conflict between 
this SLA and the MSA, the MSA controls. Capitalized terms not defined in this SLA have the 
meaning given to them in the MSA. 

3. Definitions 
Customer — the entity that has contracted with MIS for GCS IaaS/PaaS services under the 
MSA. “Customer” is used throughout this SLA and replaces any prior reference to “Client.” 
Alternate Processing Site — a secondary MIS FedRAMP processing site to which a 
Customer workload may fail over, consistent with NIST SP 800-53 Rev. 5 control CP-7. 
Business Day — Monday through Friday, 8:00 a.m. to 5:00 p.m. Pacific Time, excluding 
U.S. federal holidays. 
Complete Outage — a condition in which the Customer is unable to access or use the 
affected Service at all. A Complete Outage does not include partial impairment, reduced 
performance, or degradation (such as network congestion or CPU contention), even where 
such conditions affect the Customer’s use of the Service. 
Declared Event — an event formally declared by MIS or the Customer that invokes disaster 
recovery or failover procedures under the Customer’s SSP. 
Downtime — the total accumulated minutes during a calendar month in which the Service is 
unavailable due to a Complete Outage, as measured by MIS monitoring (Section 7.1). 
Downtime excludes Scheduled Maintenance, Emergency Maintenance, performance 
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degradation that does not amount to a complete outage (e.g., network congestion or CPU 
contention), and any period excluded under Section 4. 
Emergency Maintenance — maintenance required to address an imminent threat to the 
security, integrity, or availability of the Service. 
Monthly Uptime Percentage — (total minutes in the calendar month minus Downtime) 
divided by total minutes in the calendar month, expressed as a percentage. 
N+1 (Redundant) — a Customer configuration that uses an Alternate Processing Site and 
meets all conditions in Section 6.1. 
Non-Redundant (Not N+1) — a Customer configuration that does not meet the N+1 
conditions in Section 6.1. 
Operating Environment — the Customer’s instances, operating systems, and 
configurations running on the GCS IaaS/PaaS platform. 
Recovery Environment — compute resources, adjacent to the protected data, provisioned 
at an MIS-controlled Alternate Processing Site for recovery of Customer workloads. 
Scheduled Maintenance — planned maintenance for which MIS provides advance notice 
under Section 5. 
Service (or Services) — the GCS FedRAMP IaaS/PaaS offering provided by MIS. 
Service Credit — a credit calculated under Section 6 and applied under Section 7. 
Service Incident — a fault or interruption reported through a Customer ticket or detected by 
MIS monitoring. 
Service Request — a Customer request for a defined service action submitted through the 
Service Portal. 
Service Portal — the MIS-designated portal through which the Customer submits Service 
Requests, Service Incidents, and Service Credit claims. 
SSP — the Customer’s System Security Plan. 

4. SLA Exclusions 
SLAs do not apply, and MIS is not responsible for any failure to meet an SLA, to the extent the 
failure results from: 

• the Customer’s failure to comply with the MSA, this SLA, the FedRAMP Services 
Agreement, or the AUP; 

• the Customer’s failure to cooperate with MIS during testing, installation, maintenance, or 
troubleshooting; 

• service interruptions, deficiencies, or degradation caused by third-party providers outside 
MIS’s control; 

• acts or omissions of the Customer, including the Customer’s applications, equipment, 
software upgrades, patch installations, or other modifications; 

• the Customer’s failure to adhere to MIS-recommended configurations or applicable 
FedRAMP requirements, including applicable NIST SP 800-53 Rev. 5 controls; 

• Scheduled Maintenance or Emergency Maintenance; or 
• events outside MIS’s reasonable control (force majeure). 
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5. Service Description 
MIS shall provide a stable IaaS/PaaS environment at all GCS locations under its control, 
including network connectivity to and from the public Internet. 
MIS backs up all hypervisors for disaster recovery and does not back up individual Customer 
instances. MIS provides backup options that enable the Customer to back up its servers and 
instances. The Customer is responsible for performing and validating the integrity of its 
backups. MIS is not responsible for the integrity or availability of Customer backup data unless 
the Customer has contracted with MIS for instance-level backups or Disaster Recovery 
Services. Failover and cluster options are available and, if elected, must be included in the 
FedRAMP Services Agreement. 
MIS cannot guarantee that direct point-to-point connections from specific Internet Service 
Providers (ISPs) will be available. MIS shall not restrict use of its network based on the content 
of traffic, except as required by (a) applicable law, (b) widely accepted Internet standards, or (c) 
the AUP. MIS reserves the right to take necessary action to maintain the integrity and security of 
the network. 
Hardware, component, and network failures cannot be predicted. In the event of a failure, MIS 
will respond and restore Service within the applicable SLA targets in Section 6, and the Service 
Credits in Section 6 are the Customer’s remedy for any failure to meet those targets, subject to 
Section 7. 

Scheduled and Emergency Maintenance 
MIS will provide the Customer at least seven (7) calendar days’ advance notice of Scheduled 
Maintenance and will perform standard Scheduled Maintenance during the maintenance 
window on Sundays, 12:00 a.m. to 4:00 a.m. Pacific Time, unless otherwise agreed. For 
Emergency Maintenance, MIS will provide as much advance notice as is reasonably 
practicable. Scheduled Maintenance and Emergency Maintenance are excluded from 
Downtime. 

Alternate Processing Site (CP-7) 
FedRAMP requires compliance with NIST SP 800-53 Rev. 5 control CP-7 (Alternate Processing 
Site). MIS maintains multiple FedRAMP processing sites, each capable of supporting the GCS 
IaaS/PaaS environment in compliance with CP-7. The Customer is responsible for ensuring that 
its SaaS environment complies with CP-7, including failover testing, system recovery, and 
service restoration consistent with the Customer’s SSP. Failure of the Customer to comply with 
CP-7 renders the Customer’s environment Non-Redundant (Not N+1). 

6. GCS IaaS/PaaS Service Levels 
6.1 Availability SLA 
MIS guarantees a Monthly Uptime Percentage of 99.9% for the GCS network and IaaS/PaaS 
resources at one or more MIS-operated locations. The Availability SLA does not include 
Scheduled Maintenance, Emergency Maintenance, outages outside MIS’s control, or 
infrastructure component failure (which is addressed under the Replacement SLA in Section 
6.2). 
Downtime is the total accumulated minutes during which the Service is unavailable due to a 
Complete Outage. Downtime does not include performance degradation that does not amount 
to a Complete Outage, such as network congestion or CPU contention. 
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Redundant Customers (N+1) 
A Customer is treated as N+1 only if all of the following conditions are met: 

• The Customer has implemented an Alternate Processing Site at an MIS processing 
facility; 

• The Alternate Processing Site is listed in the Customer’s SSP; 
• The Customer has tested the Alternate Processing Site by conducting a transfer or 

failover test and successfully restoring operations within the prior six (6) months; and 
• The Customer performed a site transfer or failover in response to the IaaS/PaaS outage. 

For an N+1 Customer whose workload experiences an IaaS/PaaS outage at its primary MIS 
site, fails over to the Alternate Processing Site, and then also experiences an IaaS/PaaS outage 
at the Alternate Processing Site, MIS will credit 5% of the affected monthly IaaS/PaaS fees for 
each 30 minutes of concurrent dual-site Downtime. Such Downtime is measured from the later 
of (i) MIS’s confirmation of the outage and (ii) the Customer’s Severity Level 1 Service Incident 
ticket, until the first affected site is restored. The aggregate credit under this subsection is 
subject to the cap in Section 7.6. 
If the Customer does not meet all of the N+1 conditions above, the outage is treated as Non-
Redundant (Not N+1). 
Non-Redundant Customers (Not N+1) 
For a Customer that has not established a qualifying Alternate Processing Site, Service Credits 
are based on the Monthly Uptime Percentage for the affected IaaS/PaaS service: 

Monthly Uptime Percentage Service Credit 

99.9% or greater 0% 

99.0% to less than 99.9% 10% 

95.0% to less than 99.0% 25% 

Less than 95.0% 50% 
 

6.2 Replacement SLA 
MIS’s Replacement guarantee for a failed infrastructure component is 8 hours. Downtime under 
this SLA is the duration during which the infrastructure is unavailable due to a Complete 
Outage, measured from the later of (i) MIS’s confirmation of the outage and (ii) the Customer’s 
opening of a Severity Level 1 Service Incident, until the component is restored. Performance 
degradation that does not amount to a Complete Outage is excluded. 

Replacement Duration Service Credit 

8 hours or less 0% 

More than 8 hours, up to 12 hours 10% 

More than 12 hours, up to 24 hours 25% 

More than 24 hours 50% 
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6.3 Data Recovery SLA 
MIS guarantees that data backed up by MIS under a backup agreement will be recoverable 
without corruption. A restored file is considered corrupt if it does not match the original file. 
If data backed up under an MIS backup agreement is corrupt upon restoration due to MIS’s 
failure to follow its documented backup procedures, MIS will, at no additional charge, restore the 
data from the next most recent valid backup. If no valid MIS backup is recoverable due to MIS’s 
failure to follow its documented backup procedures, the Customer is entitled to a Service Credit 
of 10% of the affected monthly backup service fees, subject to Section 7. 
The Customer is responsible for backing up its data and servers unless it has a backup 
agreement with MIS. The Data Recovery SLA does not apply: 

• to data corrupted before backup by MIS; 
• to Customer data not backed up under an MIS backup agreement; 
• to data backed up by the Customer outside an MIS backup agreement; 
• to open files that cannot be successfully backed up; 
• to data backed up as part of a failed backup job, or to transient data structures such as 

Windows registry files, swap files, or UNIX device files; or 
• to data offloaded to external media at the Customer’s request and taken offsite, such as 

tape or external disk. 

6.4 Recovery Time SLA 
MIS’s Recovery Time guarantee is 4 hours for MIS-controlled IaaS/PaaS environments and for 
SaaS applications where the Customer has pre-committed to an MIS Alternate Processing Site 
and maintains a backup of its data and Operating Environment that can be restored at that site. 
Recovery Time is measured from the creation of a Service Incident or Declared Event (as 
indicated by the Customer ticket timestamp in the Service Portal) until the recovered data or 
workload is available for use. The Recovery Environment is a quantity of compute resources 
adjacent to the protected data; the Recovery Time SLA applies only to workloads recoverable 
within the pre-committed Recovery Environment. 
The Recovery Time SLA applies only if all of the following are met: 

• The Customer has implemented an Alternate Processing Site at an MIS processing 
facility; 

• The Customer has performed regular scheduled backups of its data and environment, 
tested them for integrity, and stored them in multiple locations accessible by MIS; and 

• The Customer has tested the Alternate Processing Site by conducting a transfer or 
failover test and successfully restoring operations within the prior six (6) months. 

Where the conditions are met, and MIS exceeds the 4-hour Recovery Time, the following 
Service Credits apply: 

Recovery Time Service Credit 

4 hours or less 0% 

More than 4 hours, up to 8 hours 10% 

More than 8 hours, up to 24 hours 25% 

More than 24 hours 50% 
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6.5 Support SLA 
MIS’s Support response guarantee is based on the severity level. Response time is not 
resolution time; depending on the nature of the issue, resolution may take an indeterminate 
period. 
Severity Level 1 — response within 30 minutes. 
The following constitute a Severity Level 1 incident: 

• user connectivity issues lasting longer than thirty (30) minutes; 
• complete failure of all services on a server; 
• Operating Environment failure; 
• non-redundant hardware failure. 

Severity Level 2 — response within 60 minutes. 
The following constitute a Severity Level 2 incident: 

• failure of the majority of services on a server; 
• remote access failures; 
• multiple user or domain failures affecting a large proportion of users or domains on a 

server. 
Severity Level 3 — response within 24 hours during Business Days. 
All other requests. 
Contact and coverage 

• Severity Level 1 and 2: 24×7×365 by telephone at 1-818-847-0213. 
• Severity Level 3: by email at support@mis-sciences.com during Business Days. 

A response within the applicable SLA period does not guarantee resolution. 

7. Service Credits — Claims, Form, and Limitations 
7.1 Measurement Authority 
The fact and duration of any outage, and the Monthly Uptime Percentage, are determined by 
MIS’s continuous monitoring from external monitoring points, which is the system of record. The 
Customer may submit its own records in support of a claim, but MIS monitoring data controls in 
the event of a discrepancy. 

7.2 Claim Procedure 
To receive a Service Credit, the Customer must submit a written claim through the Service 
Portal within thirty (30) days after the end of the calendar month in which the incident occurred. 
The claim must identify the affected service, the incident date and time, and the supporting 
ticket number(s). MIS will validate the claim against its monitoring records and apply any 
approved credit within two (2) billing cycles. 

7.3 Form of Credit 
Approved Service Credits are applied as a credit against future IaaS/PaaS invoices. Service 
Credits are not redeemable for cash and are not transferable. 

7.4 Account in Good Standing 
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Service Credits are available only if the Customer’s account is current and in good standing at 
the time the claim is submitted and when the credit is applied. 

7.5 Scope 
Service Credits apply only to GCS IaaS/PaaS fees and do not apply to license fees, support 
fees, or other non-IaaS/PaaS charges. 

7.6 Aggregate Cap 
The total Service Credits for any calendar month, across all SLA types, shall not exceed the 
fees paid by the Customer for the affected IaaS/PaaS service for that calendar month. 

7.7 Sole and Exclusive Remedy 
Service Credits are the Customer’s sole and exclusive remedy for any failure by MIS to meet a 
service level under this SLA. This SLA does not cover, and MIS is not responsible for, outages 
outside the MIS infrastructure or otherwise outside MIS’s control. 

8. Limitation of Liability 
This SLA is governed by, and subject to, the limitation of liability, exclusion of damages, 
warranty, and indemnification provisions of the MSA. Nothing in this SLA expands, or shall be 
construed to expand, MIS’s liability beyond the limits set out in the MSA. 
The Service Credits described in Section 6 and administered under Section 7 are the 
Customer’s sole and exclusive remedy for any failure by MIS to meet a service level under this 
SLA. All other claims, losses, liabilities, and remedies — including any arising from or relating to 
a security incident, data loss, data corruption, or unauthorized access — are governed 
exclusively by the MSA and are subject to the aggregate liability cap and to the exclusion of 
consequential, indirect, incidental, special, exemplary, and punitive damages set out in the 
MSA. 
In the event of any conflict between this SLA and the MSA with respect to liability, remedies, 
warranties, or indemnification, the MSA controls. 
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