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Executive Summary 

It seems that another natural or man-made disaster is in the news almost every day, with the frequency 

and severity of these events ever increasing.  Storms, earthquakes, fire and terrorism are just a few 

catastrophes that can strike your data center or server room, temporarily suspending your company or 

government agency’s operations, or worst-case, putting you out of business if you can’t get critical 

business systems running again quickly. 

One key to quickly restoring critical computing systems after a disaster is a comprehensive disaster 

recovery plan, and a required component of any thorough disaster recovery plan and strategy is a 

disaster recovery (DR) site; a backup data center where you can quickly restore your key business 

applications. 

There are several types of DR sites, and each has specific benefits and tradeoffs.  To properly choose 

the DR site appropriate for your business or agency, you must understand the different DR sites, and the 

terminology and tradeoffs associated with each.  Do you need a cold site, a warm site, a hot site, or 

hybrid disaster recovery sites?  If you choose a hot site, is a shared site adequate, or is a hosted hot site 

a better choice? 

This paper defines and compares the different disaster recovery sites, and describes specific business 

requirements to consider when selecting a DR site or sites to keep your company in business following a 

disaster.  These requirements include your Recovery Time Objective (RTO)—how fast you need to get 

your critical systems running again after a disaster, the sensitivity and security requirements of your 

applications and their data, the complexity of your systems, and your disaster recovery budget.  Disaster 

recovery site requirements are different for all companies.  The DR site needs of a small company 

running simple systems with non-sensitive data vary dramatically from those of a government agency 

handling sensitive data with mandated security requirements, and running complex systems and 

applications. 

Often companies do not realize how critical a disaster recovery site is until they need one. Either a 

disaster occurs and they have no DR site, or they have a high-level disaster recovery plan in place, but 

the plan is not detailed enough or does not include the right DR site.  In each case, the inability to restore 

critical systems quickly can cause a huge dip in customer satisfaction, or even result in going out of 

business. 

Increase the odds of your company surviving and thriving after a major disaster by setting up the correct 

disaster recovery site, before you find out the hard way you needed one. 
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Disaster Strikes 

Your business is doing well.  Your customers or constituents love your products, service, and support.  

Your shareholders, owners, and executives are happy too, because you are meeting revenue goals, or 

your agency is meeting its service level 

agreements (SLA) for uptime and customer 

response times. Then a disaster strikes your 

data center or server room, taking out your key 

business computing systems, and suddenly 

things are not going so well.  

There are several natural and man-made 

disasters that can put your company or agency 

out of business if you have no adequate 

contingency plan that quickly restores your 

mission critical business systems. 

Examples of such disasters that can strike your 

data center or its surrounding power 

infrastructure, making it impossible to do 

business until you restore your critical systems, 

include: 

 

� Natural Disasters: Earthquake, hurricane, tornado, flood, tsunami, wild fire, snow, ice storm. 

� Man-Made Disasters: Terrorism, civil unrest, cyber-attack, fire, power service disruption due to the 

aging power grid or sabotage. 

Imagine that one of these disasters has affected your data center or computer room.  Whether it’s water 

in the building from a flood caused by a storm, loss of power from a hurricane or power grid sabotage, or 

data center infrastructure destroyed by an earthquake or fire, your business’s mission critical computing 

systems are down and you aren’t servicing customers or constituents, taking orders, or making sales that 

generate revenue. 

The very survival of your business could depend on restoring these critical systems in a timely manner.  

For each business, the definition of “timely” is different. Some businesses cannot afford to have critical 

systems down for more than a few minutes.  Others can survive an outage of a few hours or days.  In rare 

cases, weeks may be acceptable. 
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Regardless of your recovery time objective—how long your company or agency can survive with its key 

business systems down—your disaster recovery plan must address getting these systems running again 

within that time window. 

Restoring Critical Business Systems 

When you lose your key business systems, you are not doing business, or if you are, it is with severely 

reduced capabilities.  If your company generates revenue from online sales, those systems cannot be 

down for any extended period.  Even if you do not generate revenue directly from your critical systems, a 

prolonged outage or reduced capabilities of the systems that support your customers and employees will 

affect the speed and quality of service you give your customers.  This may not put you out of business 

immediately, but will reduce customer satisfaction, and can have a long-term negative effect on your 

business and revenues. 

For a government agency, if you lose key systems, not only will you have unhappy constituents, but also 

public safety and critical public services may be at risk. 

After a disaster, it is critical to restore these mission critical systems quickly, but how do you do that if 

your data center cannot be accessed or has been damaged severely?  

Disaster Recovery Sites 

A disaster recovery (DR) site is a best practice that enables the quick restoration of your key business 

systems after a major disaster.  If your primary data center will be out of operation for longer than your 

agency or business can tolerate, the DR site is a backup data center that can significantly reduce how 

long it takes to get your systems back online.  A DR site is often not a long-term solution. In it, you will 

restore and host some or all of your critical systems, but typically, only until your primary data center can 

be repaired, and the systems can be hosted there again. 

Disaster Recovery Site Considerations 

Here are several important things to consider when selecting the correct disaster recovery site or sites for 

your business or government agency.  

DR Site Location 

The first consideration for any disaster recovery site is location.  Your DR site must be located far enough 

away from your primary data center that it is not also affected by a disaster that takes the primary data 

center out of operation.  Most DR sites are located hundreds, if not thousands, of miles away from the 

primary data center.  
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As “Disaster Recovery: 10 Lessons from Hurricane Sandy,” published in the Wall Street Journal1 in 2012, 

points out, choosing how far from the primary data center to locate your DR site is a balancing act. 

Common practice for many years was to have primary and disaster recovery data centers separated by a 

large distance.  However, after the 9-11 terrorist attack, many companies moved their DR site closer to 

their primary data center, because while air travel was suspended after the attack, it was difficult for their 

employees to get to a remote DR site. 

However, locating the primary and DR sites too close together also has issues, as companies discovered 

after hurricane Sandy in 2012.  Some companies had their primary data center in New York and their DR 

site in New Jersey.  These sites turned out to be too close together, as both data centers were 

incapacitated by the huge storm. 

The article recommends an approach that 

uses two disaster recovery sites.  By selecting 

a DR site vendor with data center facilities 

within driving distance of your primary data 

center, and other DR facilities that are a 

significant distance away, you have another 

option if the closer DR site is also affected by 

a disaster that hits your primary data center.  

If your primary data center is in Los Angeles, 

a DR site in Las Vegas could be perfect.  The 

two sites are not too close together, but your 

employees could travel between the two 

locations by car if a disaster shut down air 

travel.   However, access to another DR site 

on the east coast would be good insurance.  If 

a major disaster affected the entire Western US, you would still have access to a DR site unaffected by 

the disaster. Getting employees to the farther away DR site quickly to activate the site could be a 

problem, but this can be mitigated by selecting a DR site vendor who can help restore your systems at 

the DR site. 

  

                                                
1 Deloitte Insights, “Disaster Recovery: 10 Lessons from Hurricane Sandy,” The Wall Street Journal, 29 Nov. 2012, 

http://deloitte.wsj.com/cio/2012/11/29/disaster-recovery-planning-10-lessons-learned-from-hurricane-sandy/ 
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Other Considerations 

Besides location, you must also consider the following when selecting the correct disaster recovery site 

for your business or government agency: 

� Recovery Time Objective (RTO): How fast must your critical systems be running again following a 

disaster—weeks, days, hours, or minutes? Can they be down at all? 

� Security: Because of security requirements or data sensitivity, must your applications and their data 

run on dedicated servers and storage, or can they share hardware with other companies’ 

applications? 

� System Complexity: How complex are your systems? Do they require very specific server and 

storage hardware and operating system versions? 

� Budget: How much can you afford to spend for your DR site? There may be a tradeoff between the 

optimal site for your business and your budget. 

Selecting the Right DR Site 

There are three primary types of disaster recovery sites—hot sites, warm sites, and cold sites. Each has 

costs, risks and benefits that which must be evaluated. 

Hot DR Sites 

A hot disaster recovery site is the fastest way to restore critical business systems following a disaster, and 

minimizes the time you are not servicing customers or generating revenue.  A hot DR site is an 

operational data center facility that already 

has the equipment—servers, storage, and 

networking equipment—needed to run 

your applications.   

The servers have already been configured 

with operating system software, your 

applications, and their data.  This ability to 

meet short RTOs comes at a cost, and hot 

sites are typically the most expensive DR 

site option.  However, if a hot site is 

needed to stay in business after a disaster, 

the cost of a hot DR site is money well spent. 

Hot sites come in several varieties: shared hot sites, hosted hot sites, and real-time hosted hot sites. The 

hot site that will work best for your company or agency is dictated by your RTO and by the complexity and 

security requirements of the systems and data to be restored at the site. If the acceptable RTO for your 
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company is a few hours, not minutes, and your security and complexity requirements are minimal, then a 

shared hot site may be appropriate. 

The main difference between a shared hot site and a hosted hot site is the use of shared equipment for 

infrastructure components like servers and peripherals. In both cases, storage is dedicated, and periodic 

data replication is used to get data from your primary data center to the DR site.  The method of data 

replication used will vary depending on your RTO. 

Shared Hot DR Sites 

In a shared hot DR site, equipment is shared by multiple customers. DR service providers rely on the fact 

that not all customers will have a disaster simultaneously, and these sites have a pool of shared 

equipment that runs virtualized environments.  Each customer has their own guest virtual machines and 

dedicated storage. Shared hot sites are less expensive than hosted sites because the equipment is 

shared, not dedicated. 

Although this approach is less expensive, using shared equipment is less flexible because you are limited 

by the equipment the DR service provider offers. That equipment may not be the same as you run in your 

own data center. This limitation can cause the loss of certain functionality, and may affect business 

operations, but will allow a business to remain operational until the primary data center can be fully 

recovered. While some service providers have a limited selection of equipment, others are more flexible. 

Another consequence of using a site with shared equipment is a time limit on how long you can use the 

shared equipment after a disaster. This limit varies among service providers, but typically ranges between 

30 and 90 days. After this period, you must migrate the environment to a cold DR site if your primary data 

center has not been restored yet. This limitation can also prevent you from turning a shared DR site into a 

permanent production site if you need to.  

If you have special security or compliance requirements, or highly complex environments, you should not 

consider a shared hot site unless the DR provider can make special considerations for you that will not 

affect their other DR customers. To avoid unpleasant surprises, be sure to clearly understand the terms, 

conditions and limitations of managed disaster recovery services in a shared hot site, prior to committing 

to an agreement that may span several years. 

Hosted Hot DR Sites 

Hosted hot sites are more expensive than shared sites because your current environment is replicated 

using dedicated servers, storage and network infrastructure, instead of using a pool of shared equipment. 

The DR facility hosts an exact copy of your environment, and once application data has been 

synchronized, operations can continue indefinitely in a hosted hot site, as it does not have the 30 to 90-

day time restriction of a shared site. 



Page | 7 Staying in Business After a Disaster: Disaster Recovery Site Considerations 

MIS Sciences Corporation 

Depending upon the severity of the disaster, the hosted hot DR facility may even become your new 

primary operational site, and can operate indefinitely. If your primary data center cannot be returned to 

operation for many months, or ever, because of the magnitude of the disaster, the hosted hot DR site can 

become your new primary data center.  This also alleviates the security issues of a shared site.  Since 

equipment is not shared, you can perform security audits and certifications before a disaster and site 

activation. 

The systems and data in your primary data center are replicated periodically to the hosted hot site, 

normally every 12 – 48 hours. The DR site may not always contain real-time data or site updates, so 

when activating the site, data restoration from the most recent primary site backup is often required to 

ensure that application data is current. Because of this, it can take several hours to restore systems in a 

hosted hot DR site.  

Real-Time Hosted Hot DR Sites 

A real-time hosted hot DR site is identical to a hosted hot site, except that data is replicated in real-time 

from the primary data center to the DR site, instead of only every 12 – 48 hours. This enables almost 

instant recovery after a disaster, without loss of data. Once the business systems in the real-time hosted 

hot DR site are started up, they are immediately ready to service users, as no time is required for data 

restoration.  

To make the systems in the DR site accessible to users, you update networking configurations such as 

DNS records to route user requests to the systems in the DR site, instead of to the systems in your 

primary data center.  Much of this can be preconfigured in load balancers, so that failover from the 

primary site to the DR site occurs automatically when the systems in the primary site become unavailable 

because of a disaster or other outage. 

Real-time hosted DR sites can also use an active/active configuration.  With this architecture, the systems 

in both the primary data center and the DR site handle user traffic during normal operations. Load 

balancers use global server load balancing (GSLB) to distribute traffic across the active systems at both 

sites. Following a disaster, the load balancers are reconfigured to route traffic to only the surviving data 

center.  This can provide 100% uptime, not only after a disaster, but also during maintenance windows. 

To avoid an outage during a maintenance window, the systems at one data center are brought down for 

maintenance while the systems in the other data center continue to serve users. An active/active 

configuration also provides added capacity during normal operations, as the systems running in both data 

centers are available to service users.  

As shown in the figure below, in an active/active configuration, data is replicated between the two sites in 

real-time, and in both directions, to keep databases and data sources in sync. 
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Real-Time Hosted Hot DR Site (Active/Active) 

Another strategy that can reduce disaster recovery costs is a hybrid approach. With a hybrid strategy, you 

restore only critical business systems that can only be down for minutes or a few hours in a hot DR site.  

Lower priority systems that can tolerate longer outages are restored and then hosted in less-costly warm 

or cold DR sites. 

For complex systems, systems with high security or compliance requirements or very sensitive data, or 

when recovery times must be minimized, hosted hot DR sites are the recommended DR site approach. 

Warm DR Sites 

Like cold DR sites described in the next section, warm DR sites are rented space in a data center facility 

with basic data center infrastructure—power, cooling and network infrastructure. However, unlike the cold 

site, a warm site has already been provisioned with servers, storage, and peripherals to host the 

applications to be restored at the site. Application recovery time in a warm site is faster than in a cold site. 

You need not order and install hardware or software in a warm site, and critical systems can be restored 

quickly on the hardware already present at the site. 

To reduce recovery time, a warm site requires an on-site copy of the data for the applications to be 

restored. In the past, tape backups were typically used to restore data when activating a warm site. 

However, tape recovery has questionable reliability. Due to time constraints, most tape backups are 

performed without data validation. Tapes can also become unreadable for many reasons, and tape drives 

and libraries can and will “eat” tapes, rendering them useless. If you will recover from tape in a warm DR 

site, be sure that the DR facility has a compatible tape library/drive, the software to ensure recovery, and 

that your DR provider can read your backup tapes. With the multitude of tape types and backup/recovery 
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software types, tape recovery presents a “high risk”. A good rule to follow is that “Tapes should be used 

for archive, not for production backup and recovery purposes.”  

Today, disk-based backups are the best and quickest option for recovering application data in a warm DR 

site, and have narrowed the gap between warm and hot sites. Almost all disaster recovery service 

providers now offer electronic vaulting, which is essentially disk-based backup of production data over a 

network. With this approach, application data is already available on disk at the DR site, eliminating time-

consuming restoration from tape. 

System recovery times in warm sites with electronic vaulting (disk-based backups) are typically less than 

a day—close to the recovery times offered by hot sites, but at a fraction of the cost. The biggest cost 

savings is in the data replication process and software licenses. Electronic vaulting is closing the gap 

between tape-based recovery and a replicated DR infrastructure, and customers must look at it because 

of its price and reliability benefits. 

 

Data Replication to Warm DR Site 

One concern for warm sites is how long they can be active. If the site is a shared site, you may have the 

same 30 to 90-day restriction of shared hot sites. However, often, the warm site can become your new 

permanent site or the temporary warm site can be moved to a more permanent environment to 

accommodate security and performance. 

  



Page | 10 Staying in Business After a Disaster: Disaster Recovery Site Considerations 

MIS Sciences Corporation 

Cold DR Sites 

A cold disaster recovery site is the “start over from scratch” option. It is simply rented space in a data 

center facility with only basic infrastructure—power, cooling, and network connectivity, but nothing else.   

Activating a cold DR site after a 

disaster takes time. First, you will 

order the servers, storage, and 

peripherals that will run your critical 

business systems at the cold site. 

After the equipment is delivered, 

you then install the new hardware, 

install operating systems and 

applications software, and load 

application data from tapes. This 

can take weeks or months. 

While a cold site is typically the least expensive DR site, it can also be the riskiest. Your company or 

agency may be out of business, or have suffered long-term credibility issues with customers or 

constituents, if it takes weeks or months to restore critical systems. 

There are other risks with cold DR sites. One is a potential version compatibility issue between operating 

system and application software. In complex environments, the software or versions used in the primary 

site may not be available in the cold DR site. Newer versions of servers and their operating system 

software that are available may be incompatible with your applications. If the available O/S and 

applications are compatible, the risks are decreased, and system recovery time may decrease. In 

addition, since you will provide the equipment for the site, your disaster recovery plan that relies on a cold 

site must clearly define how to procure and deliver equipment to the cold site. It is a high-risk strategy to 

rely on obtaining the equipment when needed, and it may not be possible to get the equipment in a timely 

manner, if at all. 

Cold DR sites are not all negative. They often complement hot and warm DR sites for disasters that last 

for an extended period.  You can migrate the equipment in your hot shared or warm site to a cold site if it 

takes so long to restore operations in your primary data center that you must move out of your hot or 

warm site because of a time limit. 

This approach gives you time to procure equipment and software, and to restore and test your systems, 

in the cold site, while the systems in your warm or hot site handle daily business operations. Migration 

from a hot shared or warm DR site to the environment in a cold DR space typically presents little risk, as 

both sites are normally in the same facility.  With current technology, site moves within the same facility 

present little or no down time. Once fully migrated to the cold DR site, companies often use this site as 

Cold DR Site - An Empty Data Center 
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their new primary data center, since a capital investment has already been made to procure and setup 

equipment in the site, and the applications and site are serving the business as required.   

If you are a government agency or a company with special security and compliancy requirements, be 

sure to fully understand the impact of a cold DR site on your operational requirements.  If the cold site is 

to become your new primary data center, you may need an audit and certification of the new environment 

to ensure compliance, prior to site activation. 

DR Site Comparison 

The table below summarizes and compares different disaster recovery sites. It is used to make a high-

level determination of the DR site appropriate for your business or agency, based upon your Recovery 

Time Objectives, budget, and characteristics of your systems. 

 

DR Site System 

Recovery Time 

Data/System 

Sensitivity 

System 

Complexity 

Relative 

Cost 

Cold Weeks or longer Suitable for any 

sensitivity (a) 

For systems of all 

complexities 

Lowest 

Warm As short as a day 

(b) 

Suitable for any 

sensitivity 

For systems of all 

complexities 

Medium 

Hot Shared Hours Suitable for low 

sensitivity only 

Low to medium 

complexity 

High 

Hot Hosted Hours Suitable for any 

sensitivity 

For systems of all 

complexities 

Higher 

Real-Time 

Hot 

Minutes (c) Suitable for any 

sensitivity 

For systems of all 

complexities 

Highest 

(a) For highly sensitive data and/or security requirements, the cold DR site may have to be audited/certified 

before it can begin operation, increasing the recovery time. 

(b) Assumes cloud-based vaulting of data, not tape backup. (For quicker recovery.) 

(c) Can also be load balanced with primary data center site to provide 100% uptime. 
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DR Site Vendors: What to Look For 

When you evaluate potential vendors for your disaster recovery sites, or for any other hosting services, 

consider:  

� Locations: Can the vendor provide data center sites adequately separated geographically, so 

your DR site will not also be affected by a disaster that affects your primary site?  Can they 

provide multiple locations if you want a DR site within driving distance and an alternate DR site 

that is farther away? 

� DR Sites: Can the vendor provide the DR sites (hot, warm, or cold) that meet your Recovery Time 

Objectives?  Do they have adequate capacity for your current needs and future growth? 

� Hardware & Software: Can the vendor provide the server, storage and data backup/recovery 

hardware and software you need? Does the vendor support your virtualization solution? 

� Availability: Can the vendor provide data center facilities that meet your system availability and 

uptime requirements? 

o Support for Uptime Institute Tier III and Tier IV 

o Full redundancy for electrical circuits, cooling and network 

o 100% availability option with real-time hosted hot DR sites 

� Certifications: Can the vendor provide the processes, infrastructure, data security, and facilities 

certifications required for your government agency or enterprise? 

o NIST 800-53, NIST FIPS 200 

o FedRAMP cloud compliance 

o SSAE 16, STIG, PCI DSS, SANS, NSA 

� Services: Can the vendor provide the disaster recovery related services you need? 

o Disaster recovery assessments and gap analysis to determine your company or agency’s 

ability to survive a disaster 

o Help to quickly restore your critical business systems following a disaster 

o Electronic vaulting and backup services to ensure up-to-date system and application data is 

available at DR site to restore systems following a disaster 

� Contracting: Can the vendor provide appropriate, convenient, and cost-effective contracting 

vehicles for your government agency or business? 

o GSA IT Schedule 70 contractor 
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MIS Sciences Corporation 

MIS Sciences Corporation has been providing comprehensive technology and hosting services for 

enterprise and government customers of all sizes—from startups to Fortune 500 companies—since 1996. 

MIS focuses on managed services and hosting, development and application management services, 

disaster recovery services, and electronic vaulting. MIS clients have access to over 60 data centers 

throughout the USA, Canada, and the world.  

For disaster recovery, MIS provides facilities, people, and services to restore and keep your critical 

systems running after a disaster. MIS data center facilities host many disaster recovery sites—hot 

(shared, hosted and real-time hosted), warm and cold. Tier III & IV data center capabilities are available 

that can provide 100% hardware and network redundancy. MIS’s wide selection of datacenter locations 

also provide the geographic separation between your primary data center and disaster recovery sites. 

All MIS data centers, computers, infrastructure, processes and methods are compliant under one or more 

of these certifications: SSAE 16, STIG, NIST 800-53, NIST FIPS 200, FedRAMP cloud compliance, PCI 

DSS, SANS, NERC CIP-007, and NSA. The compliance level for a particular site will depend upon your 

specific requirements. MIS can perform audits on customer owned equipment, and on new equipment 

and infrastructure, and can provide audit documentation. 

MIS also offers a broad array of disaster recovery related professional services. MIS can review your 

disaster recovery plan to identify any gaps, help restore your systems following a disaster, and provides 

electronic vaulting and backup services to ensure that you have all of the data to restore your critical 

systems at your DR site following a disaster. 

MIS is a full service GSA IT Schedule 70 contractor with strong partner ties with other GSA contractors, 

and can provide a total solution for government customers in a single package, using various teaming 

contract vehicles. 

Please contact MIS Sciences Corporation about any of your disaster recovery requirements, or with 

questions. 
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For More Information: 

 

 

To learn more about MIS Sciences Corporation, please visit: http://www.mis-sciences.com 

 

For Non-Federal and 
Corporate Inquiries  

Federal and GSA 
inquires:  

Las Vegas Facility 

Corporate Office 

2550 North Hollywood Way 

Suite 404 

Burbank, CA  91505 

1.818.847.0213 

info@mis-sciences.com 

Federal Services Office 

1655 North Fort Myer Drive 

Suite 700 

Arlington, VA 22209 

1.703.351.3366 

fedinfo@mis-sciences.com 

Las Vegas Office 

322 Karen Ave 

Suite 1407 

Las Vegas, NV 89109 
1.725.502.3755 
lvinfo@mis-sciences.com 
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